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Introduction

FortiClient Enterprise Management Server (EMS) is a system intended to be used to manage installations of
FortiClient. It uses the Endpoint Control protocol and supports all FortiClient platforms: Microsoft Windows, macQOS,
Linux, Android OS, Apple iOS, and ChromeOS. FortiClient EMS runs on a Microsoft Windows server.

This document provides the following information for FortiClient EMS 6.0.5 build 0182:

« Introduction
« Supported platforms on page 4
« System requirements on page 4
« Endpoint requirements on page 5
« Supported web browsers on page 5
« Licensing and installation on page 5
o Upgrading on page 6
« Resolved Issues on page 7
« Known Issues on page 9

For information about FortiClient EMS, see the FortiClient EMS 6.0.5 Administration Guide.

Supported platforms

The EMS server can be installed on the following platforms:

o Windows Server 2008 R2
+ Windows Server 2012
« Windows Server 2012 R2
o Windows Server 2016

System requirements

The minimum system requirements are as follows.

o 2.0 GHz 64-bit processor, dual core (or two virtual CPUs)
« 4 GBRAM (8 GB RAM or more is recommended)

+ 40 GB free hard disk

« Gigabit (10/100/1000baseT) Ethernet adapter

« Internet access

Internet access is required during installation. This becomes optional once installation is complete. FortiClient EMS
accesses the Internet to obtain information about FortiGuard engine and signature updates.

Ay
‘9' You should only install FortiClient EMS and the default services for the operating system on

the server. You should not install additional services on the same server as FortiClient EMS.
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Introduction 5

Endpoint requirements

The following FortiClient platforms are supported:

o FortiClient for Microsoft Windows
« FortiClient for macOS

o FortiClient for Linux

o FortiClient for Android OS

« FortiClient foriOS

o FortiClient for Chromebooks

The FortiClient version should be 5.4.0 or newer.

FortiClient is supported on multiple Microsoft Windows, macOS, and Linux platforms. EMS supports all such platforms
as endpoints.

Supported web browsers

The latest version of the following web browsers can be used to connect remotely to the FortiClient EMS 6.0.5 GUI:

o Mozilla Firefox
+ Google Chrome
« Microsoft Edge

Internet Explorer is not recommended. Remote access may need to be enabled from the FortiClient EMS GUI.

Licensing and installation

For information on licensing and installing FortiClient EMS, see the FortiClient EMS Administration Guide.
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Upgrading

Upgrading from previous EMS versions

FortiClient EMS 6.0.5 supports upgrading from the following EMS versions:

« 6.0.0and later
e 1.2.4 and later

Downgrading to previous versions

Downgrading FortiClient EMS 6.0.5 to previous EMS versions is not supported.
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Resolved Issues

The following issues have been fixed in version 6.0.5. For inquiries about a particular bug or to report a bug, contact
Customer Service & Support.

Endpoint management

451007 Log registration events.
506548 Vulnerability Scan results not displayed on EMS.
522995 Hiding any feature (except Application Firewall) causes FortiClient to report the feature as

Installed and not Enabled.

525500 An upgraded EMS 6.0.3 will not show new Vulnerability events as reported by endpoints after
a scan is done.

533673 FortiClient endpoints Anti Virus/Web Filter/Sandbox/Firewall events not shown in Endpoints
screen.

Install and upgrade

529261 Error observed after EMS upgrade.
529975 Upgrading EMS does not clear errors and check if they come back.
535933 Duplicate records showing after EMS upgrade.

FortiClient deployment

Bug ID Description

524705 Enabling Deployment displays Turning on Deployment disables Auto Patchin System
Settings when Auto Patch does not exist
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Domain management

Bug ID Description

532242 AdDaemon terminated due to an unhandled exception.
Other
Bug ID Description
490387 Email alerts not sending (test does).
527976 Query to load 50 endpoints takes around two minutes every time.
534549 Email alerts fail to send - Python error Failed to check email alerts: invalid group reference 3

at position 17
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Known Issues

The following issues have been identified in version 6.0.5. For inquiries about a particular bug or to report a bug, contact
Customer Service & Support.

Endpoint profiles

501822 FortiClient failed to sync with updated EMS profile that was imported from FortiGate
(fcconfig.exe crash).

533651 Importing web filters with multiple local categories.

533889 EMS does not import Allowed websites when they are defined in Local Categories on the
FortiGate.

Endpoint management

523213 FortiClient EMS's Endpoint Alerts widget not reporting current endpoint protection status
correctly.

523242 Inconsistencies in endpoint and endpoint group sorting.

523957 Domain endpoints showing up in Workgroups.

528220 Anti Virus tab is enabled on endpoint profiles when APT is added to installer.

533299 Domain PCs not showing up in EMS 6.0.4 under Domain computers.

FortiClient deployment

Bug ID Description
449330 Verifying FortiClient installer downloads during deployment from EMS.
510932 Profile deployment issue (endpoint profile with about 100 VPN tunnels).
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Install and upgrade

Bug ID Description

525851 Installer created in EMS should have an option to embed a preconfigured profile.
Other

Bug ID Description

470172 EMS proxy settings not working for FDS updates.

482404 Clearing logs via GUI is incomplete.
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Change Log

Date Change Description

2019-01-31 Initial release.
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